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Introduction
Are we yet to catch the Creeper?
In 1971, the engineer Bob Thomas was experimenting with software.
The computers Bob was working with were unlike the computers of today.
They were big, clunky and, above all, slow. Simple operations that might take
a few seconds today could take hours, or even days.
It was this situation that triggered Bob’s experiments: Bob Thomas was
developing software that could travel between one computer and the next,
without the need for human intervention. If Bob could overcome a few
hurdles, he’d be able to move software through different computers until the
software found a computer with readily available processing power.
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His work was designed to increase the efficiency of drawn-out
operations.
While experimenting, Bob Thomas developed Creeper. Creeper moved
from computer to computer, triggering the message, “I’m the Creeper, catch
me if you can!” At first the software jumped from one computer to the next,
but it eventually gained the ability to replicate.
Bob Thomas had achieved his goal. In doing so, he’d created the world’s
first computer virus.
Today, creating and distributing viruses has become a highly lucrative,
full-time and highly illegal occupation within the industry now referred
to as cybercrime. It’s an industry that cost UK businesses a total of £29
billion in 2016 and one that targeted 73% of the top 100 law firms in 2016.
And yet, over the past 50 years, surprisingly little has changed.
Technology has advanced and cyber scams have evolved, but when you
delve into the root causes of the biggest cyber threats law firms now
face, it’s clear they are, in fact, surprisingly narrow.
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Strip away the context of any of today’s most pressing threats and you’ll
soon realise they’re much the same as they were last year, and the year
before that, and the year before that… all the way back to the 1970’s.

So why this ebook?
The first reason is, as has already been alluded to, context. While the root
causes of today’s scams might be the same, they come cloaked in fresh
guises designed to fool those wise to the scams of yesteryear. Knowing
the guises makes them easier to spot and, by extension, easier to disarm.
The second reason is the simple fact cybercrime continues to soar.
The market research firm Juniper recently predicted the global cost of
cybercrime to hit $US 2.1 trillion by 2019 – up fourfold from 2015. Although
today’s threats might be well-known, they are not well-fought.
As nice as it would be, this ebook cannot fight today’s cyber threats for
you. What it can do, though, is offer both an introduction to and a fresh
take on today’s most prominent threats. That in turn might trigger a
renewed awareness, new perspectives, new thoughts and, eventually,
heightened defences. In that sense, this ebook is more of a domino than
a defence. Simply reading the ebook may not make your company any
safer. Learning of a new threat (or even a new manifestation of an old
threat) though, may spark a chain reaction that – somewhere along the
line – saves your practice a great deal of heartache.

With that in mind, let’s begin.
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Chapter 1: The most prominent
cybercrime in the legal sector
PUBLIC WI-FI

“I thought I’d bought my first home,
but I lost £67,000 in a conveyancing scam”
In early October, 2016, the Sethi Partnership added a warning to the
bottom of its outgoing emails.
“Please note that this firm’s bank account details will not change during
the course of a transaction and we will not change our bank account
details via email” the warning read, after pointing out a “significant risk
posed by cyber fraud, specifically affecting email accounts and bank
account details.”
The warning was a clear effort to combat what’s now referred to as ‘Friday
afternoon fraud’; the most prominent cybercrime in the legal sector today.
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Friday afternoon fraud takes its name from the fact the scam is typically launched
on Fridays, when conveyancing transactions are completed, and was responsible for
75% of all cybers crimes reported to the SRA in 2016.
Although this fraud tends to happen on Friday afternoons, this isn’t a set rule!
Criminals may target you any time of the day or week, not just a Friday! Ensure you
maintain a constant vigilance throughout the week.
The underlying mechanics of the scam vary but frequently involve some form of
email interception. The scam can see legal practices emailing fraudsters as opposed
to clients and/or clients emailing fraudsters as opposed to legal practices. The latter
is what the Sethi Partnership’s new warning message was attempting to combat. The
trouble is, it appeared too late.
Days before the Sethi Partnership’s new warning appeared, Howard Mollett was
excited. Mollett was in the final stages of buying a flat in south London after his
offer had been accepted six months earlier. Following a recommendation from his
mortgage advisor, Mollett had appointed the Sethi Partnership as his conveyancing
solicitors and was now dealing with the practice to complete the purchase.
On Thursday, 29th September 2016, Mollett transferred £45,000 over to the Sethi
Partnership’s account. The money was the first tranche of a total of £119,837 he’d
eventually need to transfer.
Mollett had expected the transfer to be swift but was promptly informed the
£45,000 could take up to three days to clear. Knowing the total needed to be
with the solicitors before completion, Mollett emailed the practice asking how he
could get the rest of the money – a total of £74,837– to them to make his deadline.
Unfortunately, the communication was hijacked.
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Howard Mollett received a seemingly legitimate reply stating the firm’s
usual bank account could not receive Chaps or Bacs payments, and
advising him to pay the money into a different account. Mollett duly
transferred £42,000 to the new account, and then a further £25,000.
Finally, after further instruction from hackers, Mollett transferred £7,837
into a third account.
“I won’t be at the office tomorrow” was the final email Mollett received
from the fraudsters. “On Tuesday I will call you to make arrangements
for completion on Wednesday. Thanks for the prompt payment and
have a fun trip back.” Two days later, the Sethi Partnership contacted him
requesting the outstanding funds – most of which were long gone.
It’s not yet clear how the communication loop between Mollett and
his solicitors was hijacked, but such cases often involve insecure, nonpassword protected public Wi-Fi networks, such as those found in cafes,
trains or hotels.
When joining insecure networks, data transmitted and received is readily
available to hackers. Howard Mollett was travelling when he attempted to
communicate with his solicitors, which makes it entirely possible (though
not guaranteed – Mollett vehemently believes the fault to lie with the
legal practice) the email chain was hijacked through insecure public WiFi. If that was indeed the case, all the hackers had to do was say the right
things at the right time. This they duly did, eventually convincing Howard
Mollett to wire them £74,837 (some of which has since been recovered).
If public Wi-Fi scams are easy to fall for, they’re equally easy to counter.
Step one is, quite simply, ensuring people do not connect to public Wi-Fi.
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Should people need a Wi-Fi connection in a public place, tethering a
connection through a smartphone is a much safer bet. If they absolutely
must connect to public Wi-Fi, using a secure VPN keeps outgoing and
incoming data safe from interception.
Given the above example in fact left a Sethi Partnership client out of
pocket, you might wonder how much cause for concern Friday afternoon
fraud really warrants. The answer is a great deal.
For a start, legal practices arguably have a duty to protect their clients –
who may have no knowledge of such scams whatsoever.
Going a step further, the case triggered a whole host of negative media
attention for the practice. The firm were quoted in mainstream media as
saying they “assert that it was in fact Mr Mollett’s own careless actions
that led to his loss.” Be that as it might, the quote isn’t actually an ideal
advert for future custom.
Going further still, it’s just as easy for fraudsters to impersonate clients as
it is for them to impersonate legal firms. In April 2015, Attwells Solicitors
transferred £400,000 of a client’s money over to fraudsters. Just two
months earlier, Perry Hay & Co had been conned out of £333,500.
Finally, common variations of Friday afternoon fraud don’t necessarily
involve public Wi-Fi. Equally, they don’t necessarily involve clients at all.

If anything serves as proof, it’s the following tale.
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Chapter 2: Friending foes

CEO FRAUD

“They have access to your calendar, to all
kinds of different information and you have
no clue that this is happening”
Carole Gratzmuller was out of the office on the Friday morning her
accountant’s phone rang.
The call was from a fraudster. It warned the accountant to be very careful,
revealing that Carole Gratzmuller was about to make a confidential
transaction and that Gratzmuller herself would soon email with further
instructions.
The call seemed shrouded in secrecy but, sure enough, Gratzmuller
emailed shortly after the call explaining the situation.
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The email was written in Gratzmuller’s usual manner and explained that
Gratzmuller’s company, Etna Industrie, planned to buy a company later
that day. The accountant was instructed to wire €500,000 to a Cyprusbased account to ensure the deal could go ahead.
The accountant recognised the request as unusual and responded with
skepticism. But then the emails seemed to be legitimate. After several
more emails and several more phone calls, €500,000 of Etna Industrie’s
money was wired in four individual transactions. Three were held up by
banks. One went through, making Carole Gratzmuller and her accountant
the latest victims of the social engineering scam known as CEO fraud.
Although Etna Industrie is not a legal practice, CEO fraud is a scam that
plagues the legal industry today.
Disturbingly, the scam requires little more than the collation of publicly
available information and human error to defraud organisations of
hundreds of thousands of pounds.
CEO fraud first sees criminals studying CEOs, partners and company
directors. By trawling social media profiles, LinkedIn accounts and
publicly available information, scammers build up profiles of the people
they wish to impersonate. They make a note of their new avatar’s job title
and the names of relevant friends, associates and employees. Hobbies
and interests are also of use. And then they wait.
Eventually, a social post reveals the person they’ve been studying is out of
the office.
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The post might be from a company, wishing the CEO or partner luck
at an overseas speaking arrangement. It could be from a conference
welcoming delegates.
Either way, the post signals it’s time for the scammers to move on to
phase two. They hijack or mimic their subject’s email account and make
contact with someone back at the office.
As is often the case with relatively involved cyber scams, the entire
situation seems farfetched. The truth is, though, CEO fraud is one of
the easier scams for criminals to pull off. In some cases, the ‘studying’
outlined above may only take a matter minutes. Christopher Benson
(whose name and details have been changed for security purposes)
offers a good example.
Christopher Benson runs a legal practice with offices in both Australia
and Canary Wharf. He’s dual qualified as a Solicitor of the Supreme Court
of England and Wales and a Solicitor of the Supreme Court of Victoria.
After beginning his career working in Melbourne, Benson accepted a role
working with HMRC in London before founding his own legal practice.
He’s since advised clients in the private, public and third sectors.

HI FRIEND,

Outside of work, Benson takes a keen interest in rugby and is involved
with the mental health charity Mind, a charity he regularly donates his
time and expertise towards helping. Benson can be contacted via

benson.christopher@bensonlegalpractice.com.
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Although the details have been changed, the above profile is based on
the publicly available details of a real lawyer, who has taken the time to
squeeze his background, interests and contact details into one handy
page online. It offers scammers just about everything they need to launch
an attack.
Victims of CEO fraud are (understandably) reluctant to announce their
misfortune to the world, but we do know it happens. The SRA recently
stated the crime had netted criminals “millions of pounds”, while the FBI
estimate nearly 18,000 victims have lost more $2bn to CEO fraud in the
past three years.
A recent case reported by Graham Murphy tells of how one law firm
announced a senior partner’s business trip on Twitter. Seeing the post,
opportunistic criminals set up a near-duplicate email address to that of
the partner. They then emailed the accounts department and, posing as
the exec, demanded a large invoice be settled immediately. Over a period
of less than five hours, the fraudsters convinced the accounts department
to part with £35,000. The emails were written in the same nuanced
language used across the firm’s social media and blog posts, at one point
even commenting on the weather.
If there’s one upside to CEO fraud, it’s that it typically relies on the fusion
of two independent threats to succeed. Even if the criminals manage
to build an accurate CEO profile, they still need someone to fall for a
phishing scam. By the same token, failure to build an accurate CEO
or partner profile in the first place prevents an attack from ever being
launched.
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Preventing criminals from building an accurate CEO profile can be
surprisingly difficult.
After all, a strong social media presence usually makes good business
sense. To minimise risks, it’s worth people pausing for thought before
sharing company updates. Revealing personal information is often
unnecessary and the potential benefits rarely outweigh the overall risks.
As a general rule, it’s worth assuming everything posted can be seen by a
criminal or malicious actor who might one day attempt to cause personal
or professional damage. Doing so helps keep updates general, without
revealing valuable information about individual employees.

PHISHING

The second key to the scam is phishing, which sees criminals sending
fraudulent emails requesting staff wire funds somewhere untoward.
Again, combating these is easier said than done. The emails almost
always appear to come from a trusted source, frequently reference
details that verify the source’s authenticity and are often received when
the real sender is travelling.
In such cases, it’s best practice to verify the sender is indeed who they
say they are via an independent communication channel. Calling them on
a genuine telephone number – or better still via video call – will usually
reveal the fraudulent nature of the request.
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This can sometimes be hard if you are essentially questioning the
judgement of ‘your boss’. But for the sake of a few five minute phone calls
now and then, they will definitely thank you if you happen to save their
business the financial cost and embarrassment of transferring several
thousand pounds to a criminal. The truth is, if all requests for money
transfer were checked, this type of fraud would disappear overnight.
Additionally, if you are a CEO and you know that you would never make
a request like this of your staff...tell them! Enshrine it in to policy, foster a
culture of understanding, and make sure they realise that you don’t mind
them coming to you to check.
The phishing attacks put to use in CEO fraud differ from traditional
phishing attacks in that they’re highly polished, aimed at just one or two
people. In that sense, the attacks are technically spear-phishing attacks –
where attackers focus on a single target and attempt to snare their prize
with a single spear. It’s what makes the emails so powerful, and what
makes them such a threat.
That’s not to say phishing in a traditional sense – where mass emails are
sent to thousands of potential victims at any one time – isn’t a threat to
the legal industry today. These mass emails might be less potent but
often only require a handful of people to fall for them.
When they do, the consequences can be severe.

Threat number three offers a telling example.
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Chapter 3: Ukraine goes global

MALWARE

Bringing entire organisations to
a standstill through a single double-click
DLA Piper is one of the world’s largest law firms.
In 2016, the firm posted revenues of around $2.5bn. Its clients include
multinational companies, financial services giants, government ministries
and energy behemoths, amongst others.
In June 2017 (and subsequently early July), work at DLA Piper came
to a standstill. The company was caught up in the global cyberattack
known as NotPetya; an attack some experts believe was intended to be
decidedly smaller in scale than it eventually became.
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NotPetya is said to have originated in Ukraine on the 27th June, the day
before the Ukrainian public holiday Constitution Day. Criminals hijacked
the accounting software firm MeDoc then hid malicious code in a MeDoc
software update. In turn, the rollout of an otherwise legitimate software
update spread the first wave of attacks throughout the country. NotPetya
quickly began encrypting files on infected computers and demanding a
ransom to decrypt them.
The ransom note, though, was in fact little more than a cover. It soon
transpired attackers were unable to decrypt encrypted files and, in many
cases, unable to accept ransom payments in the first place.
The malicious software was never distributed to make money.
Instead, it was simply designed to cause carnage throughout Ukraine and
its spread is therefore widely believed to have involved a rival nation state.
Cause carnage throughout Ukraine the attack certainly did. And then it
went even further.
NotPetya spread to France, Germany, Italy, Poland, Russia, United
Kingdom, the United States and Australia. The advertising multinational
WPP, the global courier firm FedEx and the food and beverage giant
Mondelēz were all victims. And so was DLA Piper.
It’s worth noting that DLA Piper’s involvement really was a stroke of
misfortune. Post-infection (and possibly evenmost likely beforehand), the
law firm did mucheverything right.
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The IT team acted quickly to prevent the spread of the malware and
began working with both the FBI and the UK National Crime Agency
to unmask the cyber criminals, stem the malware’s spread and bring
their systems back online. The legal practice was simply a victim of a
particularly pervasive cyber attack.
It’s NotPetya’s relative pervasiveness that makes it so intriguing – and
of interest to anyone working in the legal industry. Unlike some genuine
forms of ransomware, NotPetya never sought to seed itself externally.
Instead, the malicious software focused on spreading internally, within
already-infected networks. In theory, only companies using MeDoc
accounting software (or connected to a network in which NotPetya was
already present) should ever have been infected. But the attack wasn’t
solely launched through the MeDoc software update.
NotPetya’s distribution was in fact supported by a mass phishing
campaign, in which attackers sent mass, indiscriminate emails to
vulnerable targets, encouraging them to download a malicious
attachment. Those that did potentially brought their entire organisations
to a standstill – via a single double-click.
NotPetya certainly isn’t the first cyber infection to spread via phishing
campaign, and nor will it be the last. Unfortunately, people are primed
to click links in emails or download email attachments. Doing so is part
of the modern workplace, and prohibiting such behaviour would be
counterproductive.
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Most emails we receive, most of the time, are genuine. The only real way
to prevent an infection via a phishing campaign (assuming the campaign
passes spam filters) is to identify the email as malicious before the
damage is done.
The first question we should all ask is simple: is the email expected? If not,
it’s worth proceeding with caution. As is the case with a more calculated
spear phishing attack, verifying the sender is who they claim to be (via
an independent communication channel) is usually enough to prevent
infection.
The true destination of all included links should be verified before clicking
them and attachments ending in .exe, .scr, .zip or .bit – which are usually
designed to launch an operation such as an installation – should all send
alarm bells ringing.
The above information is unlikely to come as a surprise. And yet, we are
all real people. As real people we all make real world mistakes. It’s a sad
fact that sees people constantly top charts as the number one cause of
cyber attack worldwide.
Far from a reason for resignation, though, perhaps the fact cyber
criminals rely on people to launch and spread cyber attacks is cause for
celebration.
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After all, if people are known to be the number one cause of cyber
attack worldwide, then presumably they’re a ‘cause’ that can be
addressed. People have long been viewed as a weakness in the fight
against cybercrime. Have cyber security professionals made a gross
miscalculation?

It’s a topic that’s worthy of consideration in it’s own
right. And it’s a theory we consider in our concluding
chapter.
In April 2017, the UK government released the results of its (at the time of writing) latest
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Conclusion
“After years of being labelled a ‘weakness’,
people stand poised to become our
ultimate defensive resource.”
In April 2017, the UK government released the results of its (at the time of
writing) latest annual cyber security breaches survey.
Those that took part worked in either administration, real estate, construction,
education, healthcare, social care, entertainment, finance, insurance,
catering, hospitality, communications, utilities, manufacturing, professional
services, scientific research, retail, transport, storage, the information sector,
the technical sector or a membership organisation. No industry is immune to
the threat of cybercrime, and the legal sector is far from an exception.
Law firms store, control and process an incredible amount of data
relative to firms from other industries, which is often what makes legal
practices a target.
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The majority of the data stored is highly confidential. Law firms are also
frequently entrusted to oversee and carry out large transactions.
It’s a situation that gives rise to fresh scams on an ongoing basis. It’s also
one that, today, sees law firms fending off Friday afternoon fraud, CEO
fraud, a constant barrage of phishing scams and a whole host of other
threats every single day. Given the state of play, law firms’ information
security teams – or those responsible for keeping data secure – should be
applauded.
Media headlines might give the impression cyber scammers are running
riot, but for every successful scam there are hundreds – maybe even
thousands, or tens of thousands – that fall flat. Why?
Technological defences deserve some credit. But, if the media headlines
reveal anything, it’s that no single technological defence can identify
and neutralise 100% of the threats today’s ever-more sophisticated cyber
scammers pose.
What can, though, is a person.
Every time a phishing email makes it into an inbox and no further, it’s
thanks to a person.
Every time a calculated spear phishing attack fails, it’s thanks to a person.
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Every time a new virus is stopped; every time a fraudulent login request
fails; every time a password holds firm; every time a hacker is arrested; it’s
always down to the ingenuity of vigilant, determined people.
The ingenuity of people might manifest itself in technology and, similarly,
technology might support the ingenuity of people but the fact remains:
people, being self-aware, have the ability to stop the attacks technologies
and processes cannot – and it’s an ability that’s called upon daily.
Any of the three threats mentioned in this ebook can be, have been and
will continue to be countered by people.
Clearly, attacks still happen, some successfully, and, ultimately, people get
the blame. It’s a phenomenon that ensures people are continually cited
as the most common facilitator of cyber attacks worldwide, bar none. It’s
also a phenomenon that’s led to people being labelled ‘weakest links’,
‘vulnerabilities’ and even ‘hazards’ before now.
On the other side of the coin, though, alert people can (and do) stop
CEO fraud. When properly equipped, people can (and do) stop Friday
afternoon fraud, and advanced phishing campaigns, too.
These people rarely make headlines. For the most part, a failed attack is a
non-story and that’s unlikely to change any time soon.
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What is changing – slowly but surely – is people’s attitudes towards cyber
security. At the time of writing, 92% of cyber security budgets are set to
either increase or remain constant in the next 12 months. Almost a quarter
of the increased investment is earmarked for training.
So long as the increased training modifies people’s behaviour – i.e., it isn’t
simply a tick-box compliance exercise – the cyber security landscape
might be a little more positive than some suggest.
Of course, cybercrime will continue and will hit some businesses
particularly hard. Setting CybSafe’s interests aside, organisations with
cyber aware people are always going to be safer than those without.
As more and more businesses choose to invest in training that changes
people’s behaviour – as opposed to stock-standard training that ticks a
box – then we can expect more and more attacks to fail.

As CybSafe’s founder, Oz Alashe once put it,

“After years of being labelled a ‘weakness’, people
stand poised to become our ultimate defensive
resource. For that reason, when it comes to the topic
of cyber security, I think I’m more positive than most.”
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ABOUT
CYBSAFE
CybSafe is a data-driven, cloud-based software platform that replaces
traditional tick-box cyber security awareness and education training.
The Unified Cyber Awareness Platform is powered by machine learning
technology, underpinned by behaviour science and psychology theory,
and fused together around GCHQ-accredited learning content —
all aimed at addressing the human aspect of cyber security.
CybSafe helps businesses reduce their cyber risk, shows them where
they are vulnerable and saves them money.

Learn more at www.cybsafe.com

if you would like to hear more about CybSafe and how it
helps you address the human aspect of cyber security risk.

